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According to a recent survey conducted by
YouGov, 36% of small businesses plan to
spend nothing at all on cyber security in
the coming year, which at a time of
Increased cyber threats, is an eye opening
statistic. It is perhaps because of this
nonchalance that the EU has sought to
implement heavy penalties through GDPR,
in order that businesses place the relevant
amount of protection on the personal data
they hold. Indeed, in another study carried
out for Barclays, 23% of all SME’s had fallen
victim to fraud, where some businesses
even had to make staff redundant to cover
the cost of cyber crime.
In contrast, medium to large businesses
with larger budgets have commenced
investing heavily. Indeed, global business
investment on cyber security solutions
will grow by 33 percent over the next 4
years, reaching $134 billion annually by
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2022, according to the latest worldwide
study by Juniper Research. Gartner is
forecasting the global IT security market
to reach $96 billion by the end of 2018 due
to a combination of new regulations along
with a growing awareness of risks, through
high profile cyber attacks such as Wannacry.
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As a result of this it is perhaps no surprise
that hiring for cyber security has rocketed
over the past few years, with the first quarter
of this year specifically seeing a meteoric
increase. For context there were more than
double the vacancies for Cyber Security
professionals in the first quarter of this year,
compared to that of 2016. With that, we see
the bulk of hiring has been in the larger
companies, equally the proportion of roles
appearing in SME’s has steadily increased.
Can this also be attributed to businesses
getting ready for GDPR?
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FINANCIAL SERVICES
FINANCIAL SERVICES CYBER VACANCIES
1000

800

600

400

As one might expect, Cybersecurity in
Financial Services is of absolute importance.
For example, Hackers managed to rob
$10 million from Chile’s second largest
commercial bank, Banco de Chile Similarly,
the TSB security meltdown has been well
documented. As a result, Cyber risk remains
the number one concern globally among
financial services professionals, according
to a survey by The Banker.
Whilst the obvious incentive of being able
to directly obtain funds illicitly makes the
Banks a prime draw, just as lucrative is the
customer data held by the Banks. This in turn
has led to the rise of criminals who pose
as bank staff citing a potential threat and
through having the personal information of
the customer to hand, trick them into sending
money to an account under their control.
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The property sector has also been impacted
by variants of this, where they look to have
the deposit for a purchase of a home sent
to them, instead of the correct recipient.
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However, given the Banks have been at
the front line of cyber crime for quite some
time, whilst hiring is increasing, we are
not seeing the surges that are happening
in other sectors. Factor that in 2016, over
26% of all cyber roles were in Financial
Services, where that had dropped to 23%
in the first quarter of this year, despite
volumes increasing by 50% over the period.
However as TSB has shown, it only takes
a small window for criminals to strike.
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TMT
IT SECURITY VACANCIES IN TMT
2016
Telecoms

TMT businesses are critical in the war
against Cyber Security. With Telecoms
companies specifically, many have morphed
to start providing security themselves.
For example, in march we witnessed the
launch of Vodafone enterprise security
services, designed to provide businesses
with cyber security technologies and support.
Similarly, BT already has an established
cyber security business, where they are
in the process of hiring 900 more cyber
security staff by the end of this year.
Similarly technology companies are now
banding together to develop long term
cyber security collaboratively. Overall thirty
eight companies have now signed the accord,
including ARM, Dell, Cisco, Facebook, HPE
and Microsoft where the hope is that through
working together, standardisation can be
introduced to ensure better cyber protection.
This increased emphasis on cyber security
can also be seen in the vacancies posted in
the technology companies, where volumes
have nearly doubled this year so far.

As a result of this increased demand,
salaries are surging also, with IT security
analysts specifically an area worth
highlighting. Factor that when a business
has an urgent and immediate need for a
certain skillset, traditional salary bands
become secondary, to what the offer needs
to be to source the people required.
With that in mind, we can see that with
IT security analysts, there is a £20,000
variance in salary per annum. This can
partly be attributed to differentials in
requirements by sector and cost variance
by location, equally for there to be such
a wide range in a salary for a role is a
sign of how in demand IS Analysts are.
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SALARY RANGES
Head of Information
Security
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Information Security
Manager
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Information Security
Analyst
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Information Security
Officer
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Information Security
Engineer
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Information Security
Consultant
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WHAT WILL AI MEAN FOR CYBER SECURITY?
SIZE OF THE CYBER SECURITY MARKET WORLDWIDE ($BN)
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As AI becomes deployed to optimise business
operations, so technologies designed to
fight cyber crime are being enhanced. In
order for that to be successful though it
requires collaboration between businesses,
where to be optimally effective, competing
companies may need to pool data, hence the
move by technology companies to start
cooperating on this. Done effectively, AI
tools can take data shared from multiple
businesses to identify threats early on,
before they do any significant harm. The
other advantage of AI is that it can then act
autonomously, it doesn’t require a person
to action a command. If it sees a threat,
it can action it. This then means the role
of security experts will change, as they
will spend less time on routine tasks and
instead prioritise building a stronger defence
so to pro-actively stop attacks before
they occur.

However, the growing use of AI systems
can just as easily lead to the expansion
of cyber attacks. By utilizing machine
learning, cyber criminals can build tools
that learn about the systems they are
targeting, which over time results in the
attacks becoming more accurate. For
example, in August last year, security firm
Endgame showcased an AI application
which modified malware to defeat machine
learning antivirus software. In their tests,
16% of attacks penetrated without being
recognised as malicious code.
With this in mind, it is worth factoring
that AI is not going to be a panacea to
cyber crime, instead it is best thought of
as a part of the digital arms race. With state
sponsored actors behind many major
attacks of the last few years, investment
into this space is only likely to continue.
The big question will be whether there
will be sufficient skills to meet demand.
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CYBER SECURITY FORECASTING 2018

19%

81%

Businesses not forecasting an
increase in cyber security roles
Businesses forecasting an increase in cyber security roles
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Computer Futures is a leading global technology and
recruitment company
From the digital skills gap, the internet of things, mobility
and cyber security, businesses are constantly under
pressure to protect their assets and ensure they’ve got
top talent to help expand their digital vision and drive
business growth.

Vacancysoft is a subscription-based data publisher for
the Recruitment Industry. Established in 2006, we now
have thousands of subscribers worldwide, clients range
from FTSE listed businesses to industry specialists,
whereby we optimise new client generation, key
account management and business strategy.
Contact us for more information at
support@vacancysoft.com

For over 30 years we have worked with CIOs and Senior IT
Executives across all sectors to drive digital to the core of
their business by identifying top tech talent, emerging tech
trends and business opportunities.
With our award winning Apollo Power Search platform, which
uses algorithms to match our clients with candidates, we are
geared to help you find the talent to transform technology.
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