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INTRODUCTION
Here at Computer Futures, we’re
passionate about sharing industry
insight with both candidates and
clients. We’ve produced the Future of
the IT Department report to provide
you with a clearer view of what
changes the industry expects in the
future, why these may come about,
and how you’ll be affected by them.
In order to gain the insight shared
throughout this report, Computer
Futures surveyed over 200 CIOs
throughout Europe.
Having run the same survey last
year, we have compared like for like
questions, to provide a clear view of
how the industry is changing.
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We hope you find this informative
and, if you have any questions
or would like to know more, you’ll
find our contact details at the end
of the report.
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For clarity, this report has been split
into various sections, including;
•
•
•
•
•
•

Priorities
Investment
Digital Transformation
Skills Shortage
Security
IT Department in Five Years’ Time
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Sectors that our
survey recipients
worked in
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13.25%

12.05%

Technology / IT

Healthcare

Energy and Utilities

Banking and Financial Services

Professional Services

Life Sciences

Other

Government and Public Sector

Engineering

Retail / Consumer Goods

Telecoms

Automotive

PRIORITIES
The three highest business priorities
are to identify new business
opportunities, increase corporate
revenue growth, and innovate. This
remains consistent with last year’s
results and suggests that the key
focus for IT departments is to prove
their value by helping to improve the
businesses offerings which should
help increase their turnover.
Interestingly, compared with last
year, more organisations are
focused on attracting, converting,
and retaining customers. For some
time now, there’s been a clear push
to make the IT department more
customer centric. This increase in

customer focus also meets Gartner’s
predictions that “more than 50
per cent of firms will implement
significant business model changes
in their efforts to improve experience
by 2018.”
When it comes to personal priorities,
driving business innovation and
aligning IT initiatives with the
businesses have remained the two
key priorities. However, as expected,
cyber security has become more of
a personal focus. It’s now considered
the third most important priority - a
drastic increase from last year, when
it was the third least important.

What are the current business priorities at your organisation?
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PRIORITIES
This focus could be as a result of
new regulations, such as EU GDPR.
From May 2018, organisations
will only have 72 hours to notify
authorities of any breaches. In order
to do this, companies will need to
have the highest levels of protection
and monitoring, not only to protect
against any cyberattacks but to
make sure they’re aware of any that

may occur. Failure to do so could
result in fines of either 4% of global
turnover or €20million, whichever
is greater.
IT Cybersecurity is also the one thing
that sits with the IT manager in the
security side so it will naturally be a
personal priority.

What are your personal priorities?
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INVESTMENT
Compliance has become a clear
point of interest. Last year, only
1.89% of respondents said it would
be significant in driving investment,
whereas this year 16.18% felt the
same. This strongly suggests that
GDPR is being taken seriously
across all regions. These new
regulations mean that organisations
are legally bound to take steps to
meet compliance.
The number of CIOs who feel
growing the business will drive
investment has also increased,
which reflects both the business and
personal initiatives. Interestingly,
however, only 2.94% feel improving
profitability will impact investment,
which doesn’t necessarily reflect
the priority of increasing corporate
revenue growth.

When we look at the answers from
sector to sector, it’s clear that
banking and finance are focused
on meeting compliance, whilst the
technology and IT sector believes
that increasing cyber security
protections and improving customer
experience will have the biggest
impact on investment. One reason
for this could be that organisations
in banking and finance are looking
at the bigger picture, whereas those
in technology are focusing more on
one particular aspect of compliance;
cybersecurity.
Another interesting point to note
is that there’s less clear division
between the various areas of
investment. Unlike last year, there’s
no clear area of significance, there’s
a much more even split.

Which of the following business initiatives will
be most significant in driving IT investment?

2018

Improving
profitability [2.94%]
Improve organisation’s
agility [2.94%]
Optimise worker
productivity [4.41%]

Not applicable [1.47%]
Increase operational
efficiency [1.47%]
Meet compliance
requirements [16.18%]

Increase cybersecurity
protections [8.82%]
Growing the
business [16.18%]

Introduce new digital
revenue streams [8.82%]

Enhancing /
Enabling new product
development [10.29%]

Improve customer
experience [13.24%]

Transform existing business
processes [13.24%]

2017

Improve organisation’s
agility [3.77%]
Enhancing /Enabling new
product
development [3.77%]
Increase operational
efficiency [8.82%]

Meet compliance requirements [1.89%]
Improving profitability [1.89%]
Transform existing
business processes [28.3]

Increase cyber
security [8.82%]

Growing the
business[9.43%]

Introduce new digital
revenue streams [15.09%]

Improve customer
experience [24.53%]

DIGITAL
TRANSFORMATION
Once again, technology innovation
is considered the most important
role the IT department could play in
digital transformation, although the
average number of respondents with
this answer has decreased slightly.
Overall, there has been a large rise
in security. It’s now considered more
important than it was previously
which, suggests that GDPR is being
taken seriously and departments
are taking steps to meet compliance
requirements. As it’s now the
third most important role that
departments could play, it suggests
that companies are looking at new

ways to improve their security.
It’s important to note that, while
technology innovation will play a part
in digital transformation, ultimately
it’s the people and departments that
will carry out these changes and
have a very important part to play.
Based on our interviews with
technology leaders over the last 12
months, one thing has become very
apparent; the impact of digitalisation
has meant that the technology
leaders’ role is evolving to become
less about the traditional delivery of
IT functions.

What is the single most important role your department
could play in your digital transformation?
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Technology - identifying new innovative
technologies to transform the business

Integration - ensuring all systems
and departments are integrated

26.25%

Security - mitigating risk by providing
a secure infrastructure

3.85%
7.69%

50%
Partners /Suppliers - identifying and
vetting vendors

11.54%
Other

2017

26.92%

SKILL SHORTAGES
63.41% of respondents expect IT
skills shortages in the next 12
months which, although this is still
quite a high number, it’s remarkably
less than last year (83.02%). One
of the reasons for this could simply
be that there’s less inclination to
increase the size of departments
than in previous years. It could also
be an indication of which areas are
the focus of growth. For example,
earlier this year Gartner revealed
that it’s a bad time to try and hire
cybersecurity professionals, with
1.8 million unfilled positions
expected by 2022.
Alternatively, it could simply be a
clear indication of the market. ‘Skills
shortage’ has been a buzzword of
late, with some pointing to economic
uncertainty making this worse.
Perhaps this is the glimmer of hope
that many organisations were
looking for, suggesting that things
are looking up.

When asked which areas people
think would be the most difficult
to recruit for, Cloud was ranked the
hardest. This was previously the
2nd most difficult area. As expected,
given the predicted number of
unfilled cybersecurity positions,
Cybersecurity is now considered
more difficult to recruit for. This
could be due to the increasing
demand of professionals, as more
companies are seeking to meet
GDPR regulations.
When the results are broken down
by sector, 90% of respondents from
the Banking and Finance sector
said they expect a shortage. The
Technology and IT sector predicts
Cloud will be the most difficult area
to recruit, whereas Public Sector give
equal weight to Sales and Marketing
and Internet of Things (IoT). The
results from the Public Sector also
suggest that they predict a more
balanced difficulty when recruiting
in all areas.

Do you expect your organisation to experience any
IT skills shortages during the next 12 months?
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SKILL SHORTAGES
In which areas do you anticipate your organisation will
have the most difficulty in finding appropriate skillsets?

Banking and Finance
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Public Sector
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Cloud (DevOps, Storage, Infrastructure)

Cyber Security (Governance, Risk)

Internet of Things (Embedded, Electronics)

Analytics (CRM, BI, Big Data, Open Source)

Application (Microsoft, CMS, Mobile, OpenSource)

Sales and Marketing (Social, Mobile, Analytics, Cloud)

SECURITY
One of the questions we asked those
completing the survey surrounding
security was how integrated
their IT security strategy and IT
strategy were. Last year, 46.94% of
respondents said they were highly
integrated. This year, however,
the majority said they were only
somewhat integrated (41.46%).
With the increasing number of
cyberattacks, this suggests that
people are now more aware of the
integration and are evaluating their
security positions.

Looking at this per sector, both
Banking and Public Sector feel
that they’re highly integrated,
compared to IT where the majority
feel they’re only somewhat
integrated. Public Sector has seen a
vast increase however, as last year
only 10% of respondents felt they
were highly integrated, compared
to 55% this year.

How integrated are IT security strategy and
IT strategy at your organisation today?
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Not Integrated
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SECURITY
We also asked respondents whether
they had experienced a ransomware
incident in the past year, as
this gives an indication of their
cybersecurity and potential ability
to comply with upcoming GDPR
regulations, which state they have
to notify authorities of breaches
within 72 hours. Despite prominent
cases being reported in the media,
our survey results suggest that there

have actually been significantly
fewer ransomware attacks. Last
year, less than half of respondents
could confidently answer no. This
year the figure was 74.39%. This
could be due to increased awareness
of desktop security and improved
cybersecurity procedures and
protection on a company level.

Has your organisation experienced a
ransomware incident in the past 12 months?

12.2%

74.39%

YES

NO

13.41%

In 2017, 50% in
public sector were unsure
whether their department
has suffered a
ransomware incident

NOT SURE

Sector Breakdown:

Banking and
Financial Services
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Technology / IT

9%

25%

Government and
Public Sector

7%

20%

82%
40%
68%

YES

NO

UNSURE

40%

SECURITY
We’ve seen a lot of change in
terms of the percentage of budget
representing IT security; numbers
are drastically reduced compared
to last year. This may be because
it’s harder to find cybersecurity
professionals, as suggested in
the Skills Shortage section, and
as such, there’s less money being
spent on them.

Given that 60.49% of respondents
predict their overall spending will
increase, it suggests that it’s a
case of not being able to find the
candidates against a backdrop of
heightened need for investment. This
can only point to further inflation of
cyber security salaries in the hope of
securing the talent within a quicker
timeframe than jobs are currently
being filled.

What percent of your company’s total
IT budget does IT security represent?
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Do you expect the total IT Security budget to change in the next 12 months?
60.49%

34.57%

4.94%
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WHERE DO YOU SEE THE
CORPORATE IT DEPARTMENT IN
FIVE YEARS’ TIME?
Where do you see the corporate IT department in five years’ time?
One of the key questions asked was
“Where do you see the corporate
IT department in five years’ time?”
32.1% of respondents believe ‘The
evolution of technology will cause an
evolution in IT Departments ensuring
their survivability’. This was perhaps
the most reactive option available
and points towards departments
surviving through external factors.
25.93% of those that completed
the survey believe that the IT
department of the future will see
standardisation brought about by
the Cloud and that this will lead to
more outsourcing of commoditised

skills and experience, reducing
the overall headcount. Perhaps the
reason for the outsourcing could be
the skills shortage that companies
are currently experiencing within
this area. Instead of spending time
looking for skilled professionals,
companies are finding it more
convenient to outsource to a
company that specifically focuses on
cloud technologies.
Interestingly, the move from cost
centre to profit centre was only
considered relevant by 3.7% of
respondents, despite advice that this
needs to happen.

Other
Move from Cost Centre to Profit Centre
due to requirement for innovation
No change, enterprise systems will
still require development and support
IT Departments will
dissipate into other
departments requirements
for Technical Subject Matter
Experts with business
knowledge and skills

3.7%

The evolution of technology
will cause an evolution in IT
Departments ensuring their
their survivability

3.7%
32.1%

7.41%
8.64%

18.52%
IT Departments will grow
as the technical landscape
becomes more complex

25.93%
Standardisation brought
about by the Cloud will
lead to more outsourcings
and commoditised skills
and experience reducing
IT Department Headcount

SUMMARY
Compared to last year, there have
been some key shifts in sentiment
and areas that the IT departments of
the future will be faced with. Some
of these are short term concerns,
such as the impact of GDPR and
the prioritisation of meeting
compliance and improving cyber
security provisions. Others point to
longer term challenges, such as the
outsourcing of commoditised skills
and the reduction of departmental
headcount.
We have seen an increased focus on
attracting, converting, and retaining
customers signifying a clear push
to make the IT department more
customer centric. There’s also been
a slight upturn in the omnipresent

skills shortage predicted to occur in
the next 12 months. This is perhaps
surprising, with some experts
pointing rather to an intensified
shortage under the predicted
economic uncertainty. Whilst
noteworthy, such a conclusion must
be treated with caution, as industries
such as banking and finance are still
feeling this shortage, and indeed
more acutely than ever in areas such
as cyber security.
With the role of a CIO, it’s clear that
GDPR and compliance concerns will
dominate into the near future and
beyond. However, together with
managing day-to-day infrastructure
concerns, the challenge now for
technology leaders is positioning

If you would like to discuss this report, please get in contact with us.
We’d love to hear from you.

www.computerfutures.com

themselves to be focused on a
broader set of business objectives
that encompasses disruptive
technologies.
Whereas profitability was seen in
our survey as an unpopular choice
for increasing IT investment, this
perhaps presents a real opportunity
for forward looking leaders. By
demonstrating an understanding
of generating new revenue sources
using IT, leaders of the future
will likely earn a place of greater
influence on the executive board.
This emerging opportunity has
the potential to shift how the IT
department is positioned in the
strategic landscape of the business.

