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Introduction
Artificial intelligence (AI) has steadily become more widely used in the cyber 
security industry in recent years. Despite claims that AI is often used to replace 
humans, this isn’t the case here. Instead, it’s being leveraged to do the jobs that 
humans are unable to do. By spotting even the most subtle anomalies, AI is able 
to detect potential threats in real-time.

Cyber security has become an increasing issue for businesses of all sizes. John 
Kirch spoke with Computer Futures to discuss why getting your cyber security 
right is vital, why AI is so important to the cyber security industry, and what the 
cyber security landscape in Japan looks like. 

This report looks to discover how AI and machine learning is changing the cyber 
security landscape in Japan and the impact that’s having on businesses.
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Getting your cyber 
security right is essential
Cyber-attacks are happening more frequently than ever. Not just to organisations but 
individuals too; nobody is immune and the attacks are growing in complexity too. 
Irrespective of the industry you operate in, you will have a wealth of personal data – 
either about your employees or your customers, or both – which you need to protect.

Previously, there was a belief that cyber-attacks only happened to large organisations 
but this isn’t the case. All companies are vulnerable if they’re not implementing the 
strongest level of cyber security. However, the reality is that breaches of smaller 
companies don’t tend to receive as much publicity.

A quick Google search demonstrates how often breaches happen. Target, Home Depot, 
TalkTalk, LivingSocial, and MasterCard are all prime examples of personal data being 
stolen as a result of a cyber-attack - and these are just the stories that are published. 

After admitting the data breach, both Target and TalkTalk saw their share prices drop – 
a clear sign that people had lost confidence in their ability to protect confidential data. 
Not only had the attack resulted in loss of data, it also damaged their reputation and, 
potentially, their profits. The question to ask yourself is: could your business survive 
this loss and, more importantly, is it a risk you’re happy to take?
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The cyber security  
landscape of Japan
If we look back just a few years, AI and machine learning was quite rare in Japan. 
However, as the need for AI grew and more people became aware of how beneficial 
it could be, companies quickly adapted and began using it.
 
With Japan being the 3rd largest economy in the world, it’s unsurprising that the 
number of attacks companies operating within this region experience is growing. 
In fact, in 2016 there were 128 billion recorded cyber-attacks – over double that 
of the previous year. It’s predicted that these attacks will continue and the threats 
associated with them will not only grow in number, but also become more complex. 

As a result, Japan has adopted a more proactive manner and is actively seeking 
ways to increase their protection against attacks. And when you consider that  
the global average time taken to detect a security breach is 146 days,  
it’s understandable that Japan’s looking at ways to improve detection rates.

Becoming a connected society is a fascinating thing, however the ever-growing use 
of computers and the rising popularity of the IoT (Internet of Things) also raises 
some concerns. By 2020, it’s expected that there will be 24 billion IoT devices 
worldwide – a statistic that suggests the risk of a cyber-attack will only get higher. 
Not only that, it will become a more real threat for individuals, not just organisations. 
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The impact and importance 
of AI on cyber security
For some organisations, when they think about cyber security, they don’t consider the threat that comes 
from within. What’s more, they might not ensure they’re using the most effective methods of defence. 

Traditional cyber security protection is often out-dated and designed to expect attacks from outside the 
network and/or organisation. The reality is that companies, regardless of size, are open to inside attacks.

For example, if an employee was to download a file from an unreliable source or connect infected 
hardware to their computer, they risk allowing a virus to spread to the entire network – especially 
if internet connection sharing (ICS) is in place. This would mean all connected computers could be 
affected, which could bring the workplace to a halt, depending on the severity of the attack.

Although it’s fair to say there’s no perfect perimeter defence, nor is it easy define a perimeter in a 
connected society, this doesn’t mean there’s nothing you can do to protect your data. However, if you 
want the greatest level of protection, you simply cannot rely on humans alone to do this. 

AI is able to analyse the various traffic patterns of users within a network of computers, in order to spot 
any anomalies. This is a job that would be virtually impossible for a team of humans to do, as it requires 
a constant analysis of over 350 dimensions for every device used. 

Products, such as Darktrace, are designed to use AI to help organisations detect, analyse, and protect 
themselves from any potential cyber security threats. And they’re designed to work for companies of all 
sizes, from two employees right through to 400,000 – AI can help deliver a strong level of defence from 
cyber-attacks. 
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The immune system 
defence method
Darktrace is inspired by the biological principles of the human immune system. 

Just as the human body would have skin as the initial level of defence against outside attacks, 
your technology should also have an outer level of defence; something that guards the perimeter. 
This would take the form of an anti-virus software or firewall. In order to help defend against internal 
attacks, the human body has the immune system and your network should have some level of AI 
software defence. This would then notify you of any threats before they do any serious damage. 

Darktrace has been developed using machine learning and maths by specialists at the University 
of Cambridge. This means that not only are they able to analyse typical user/device behaviour, the 
Enterprise Immune System continually learns to establish an organisations sense of ‘self’ or its 
‘pattern of life’ between every user, device and network as a whole. Better still, Darktrace will notify 
you in real-time should any anomalies occur.
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How artificial intelligence / 
machine learning is changing  
the cyber security landscape
Put simply, AI and machine learning are helping to make the cyber security landscape more secure, 
for companies of all sizes. Previously attacks could go undetected for a long time, with the average 
time taken being 146 days. Now, thanks to AI, you can be notified in real time should any threats occur.

Cyber-attacks take place every day, and it’s important for companies (and individuals) to do all they 
can to protect themselves and their data. By using AI/machine learning software alongside more 
traditional methods of security, such as anti-virus software and firewalls, you get the highest levels 
of defence. It’s not a case of replacing the need for humans in the cyber security industry – AI is 
able to analyse the data traffic of multiple devices quickly, and detect the most subtle differences 
in real time. This is something that humans would struggle to do, particularly as the threat of 
attacks continues to increase. That’s not to say that a cyber security team is unnecessary; they’re 
incredibly important. They can use the AI software to develop alternative security methods and 
provide the greatest cyber security solutions.

Here at Computer Futures, we work with companies looking to grow their cyber security team 
and cyber security professionals looking to take the next step in their career. As one of the most 
dynamic and highly regarded specialist IT recruitment companies in the world, we understand 
the importance of placing the best candidate into a company as quickly as possible. We support 
IT professionals looking for new roles and companies looking to hire the most accomplished IT 
specialists on either a permanent or contract basis.

So whether you’re looking for a new job or want to hire the greatest cyber security professionals, we 
can help. Simply get in touch today and let us know what you’re looking for and we’ll provide you 
with a bespoke solution.
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+81 3 4520 4001
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